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Networked Control Systems

Ali A. Afzalian, and Morteza Pirmohammad Talatape

Abstract: Networked Control Systems (NCS) is a new field in control systems that has emerged
by the use of communication networks in control systems. NCS refers to a control system in which
sensors, actuators, and controllers are connected via a communication network and enable remote
monitoring and control. The use of communication networks in control systems have many
advantages, like reducing the cost of wiring, increasing flexibility, and improving scalability.
However, the integration of communication networks in control systems will also carries new
challenges such as data transmission delay, data packet loss, and network congestion, that require
new methods for modeling and designing control systems. Research in the networked control systems
is focused on the development of new modeling, estimating, identifying, and designing methods,
which the effects of communication networks on the system’s behavior will be taken into account. In
general, the field of NCS is an important research area because it allows the control systems to be
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applied in a wide range of applications and develop it in more efficient and flexible way. NCS can be
found in various applications such as industrial automation, smart energy grids, transportation
systems, and house automation. This article describes the emergence of control systems from the field
of continuous time to networked control and compares it with traditional control systems.

Furthermore, the most important challenges in

NCS and related approaches will be discussed.

Important applications of networked control systems by reviewing some featured case studies in Iran
and other countries are also discussed. In the end, possible future directions in the development of

networked control systems will be presented.

Keywords: Networked control systems, Sensor networks, Data network constraints, Network

topology, Connected autonomous vehicles.
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7 Uniform quantizer

8 Asymptotic stability

° Bit errors

10 Multi-agent systems (MAS)
1 Agents

! Quantized control

2 Finite-alphabet quantizer

3 Limit cycle

4 Chaotic behavior

5 Static or dynamic quantizer

8 logarithmic and hysteresis quantizer
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" Edge probability
8 Time-triggered

9 Event-triggered

10 Clock

11 periodic sampling

! Laplacian matrix theory
2 Perron matrix theory

3 Self-loop

# Induced subgraph

5 Spanning subgraph

6 Sample space
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9 Commensurable rate

0 Impulsive

1 Linear time invariant

12 event-triggered impulsive control

18 input-to-state stability

* integral input-to-state stability

15 connected autonomous vehicles

18 Infinite-dimensional delay differential equation

! Event-generator

2 Event-triggered sampling

8 Event-triggered transmission

4 low-gain feedback

5 Halanay-Type matrix Inequality
& Event-triggered predictive control
" Lifting approach

8 Holder
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8 delay convexity information

9 Nonconvex matrix inequalities

0 Finite-time

1 Switched system approach

12 pjecewise signal

18 Dwell time scheme

4 Mode-dependent average dwell time approach

! Free weighting matrix approach

2 Jensen's inequality approach

% Wirtinger’s inequality approach

4 Matrix-dilation technique

5 Sum of Squares (SoS)

6 Quadratic polynomial negative-definite method
7 delay-product LKF
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4 Vehicle-to Everything
5 Machine learning

! Piecewise affine
2 Markov chain theory
3 Mahler measure of plant
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3 Nonlinear correlation

! Reinforcement learning
2 Federated learning

Journal of Control, Vol. 17, No. 2, Summer 2023

VELY Ol oY o5lad OV o o =87 aloe


http://dx.doi.org/10.61186/joc.17.2.129
http://joc.kntu.ac.ir/article-1-1002-fa.html

[ Downloaded from joc.kntu.ac.ir on 2026-01-29 ]

[ DOI: 10.61186/joc.17.2.129 ]

VFY

IS 8 gt

G dass oy (23 0 5 OGS ST e

1S ST (St )3 i Ol SbB 5 11 (5 p dy ol
175,76] &S~ ¢SS

i 5 ey (5o (5Lt —0-0
drn g 0T 53 0 dd 5 oty (Gl b (SaSs o 35 00 sl
g Sl el ol ns RS 1) baesls s VL 5 s wdl
Cpdbie 5 Bl ol 5 ods e S eslizal 3 oS
S wlS 3 51 S5 510G laaSis [77] das oo ol 311 s ot
SV 5 4 glaws gl (mmWave) (g e e C‘y‘j;ﬁ&;;x}
0G (slaaSs S o oslinul 03 28 SVl 5 5 b L b cledb
e mp o alibn il 4 o5 ST 0 Gty TGS B S e
Sl sl sl edd i olie (63 Shes (Dl g 45T das e 0l
& (THz) 5,815 dibe 6 5Yb la w8 5 519G claasls 55, 0
3 YL oI osls Glag 5 4 25 g0 Gime 5) 5 SILL Luy
S 2, 5 e $G Sl il s G o 3) B 05
oMl ¢y g o A1 5 K ke 5 ini 32 Ty ke 512 ML 5 AL
S s et & by n slags S g I 5 MU 5 S

)5 ske 18 ST Gla s 53 ok 5 oy
Gl 5 Vg sy SbL,l THZ Il pee @
s GBS Sy 5 b 28 sl T e

[78]
o ol Gl gl T o S s ML AT leslinel e

s Sles 05,5 Jlab 5 4K Olabl Sl 5 o sas
[79] o ks 5 ol

S5 Sholona -5
G 4 0T byl sl 4 baosls 5515 1 8l (o535 (85 Dlomlona
5 Oliebl ol (s o il g 38055 pl e ol S5 p 55
G AS o WS NCS 4 (65 0 Slwlous ide 3590 | LNCS ol
SNl i 55,8 plonil K 5 p0 53 ¢ omn S ooty aosls 3l
Wl S ol &S Jlsl (5,0 slaolins plo b e 1) dde
5 e als 1) (65 gladpa 5 UL sl s S plsl
355 esls 6 dy sllandl G131 5 oo gt o ai Ll i
43 ,5ke BNCS 55 (650 Slloen 55 08T slas S g 51 5 5
180]
Olaslows (gl 25l0kl G JSTs s 5 L lors drms @

0 Sl g e pdy wlie “_g)lfr.a sl Ceb (65,0

S3lsn Slrings Ko 5 oo 55187 4 i -¥-0
Bl o sl cp 53158 5o 4 S plgll (683 (sl 5 S
Sy (ol 5 (Gilnang dile pudige 5 p ke 3 (Siluang ke
b 35 SO ML 5 ol e (nOle)  (Guad 5 ¢ s
Sl by 4 o o Kan 5 25 plSonzal (6 Ty Oollanit s 51 T
S G ae) (gl Sl L iyls S5 gLl St
FNap 5 0D Sl el SUKe il 8T ol Dlidos
Gl By gl ooly iz o5 AL 51 e eslizal Sledb|
ol ST L 1y (o558 Slnlons oalie &7 At (g 5lutigs
Gt eSS L;u‘.;wﬁ\ S S plesl Sk et 5 8
? s r‘e»ﬁ‘ 5 TS plsjl (leang (ar e SIS
IS 4 gz duTp s [73] dibie OT I olad gl
S rere S50 4 o SV o 55 Shas 4 plits (o818
3l ge oMol 4 b (53l 30 (6 5lwaings (Sl S 31 (5015 0 00
ol ol il 1S (ST a3 5 g2 n S
3 o8 A 53 il g & el LS S e85 Db
S S 2l 33 Sljar e o s e
Sl b S5 Glaplie 53 1) Gl Slabew Lilg s
355l sde 38 5 a s e e sl S Slaeslsns 3 lwsS

s plwil (a0 T

bl &5l 659 85 -F-0

potie gh o Jate 5l 4 Kb laelSans o LK
e 5 10T (glag, 3l 6,8 5574 .5,8 o IS5 (10T) Lal &5 )
ST @11 01,558 4|y glaildied sa Dleds Ll 5 oo g 6 aOlez L
oBn 3 (s3date slaHlr 3)ls i ol el 51 S
kB yls sy oiem 95 pl Gl 63,8 Glasl y ane s
bl sla il 51s) e au (655 540k 5 S 5 dlail Sl o2 ke
g5 e (Vi s Sy 2alS (sl [74] dr baain a3
3"NDN y gmn il (g5n 55 3,5 (oo 013 aalllan 3550 031 sl
10T oty T ezl (slacs 18 g 51 (S Moan 4y lan o3l Jols ¢ 5
Lol 5 oIl 5 Gl (o) m Slule S5 NCS s
55 ¢S b s Vs Shee S am Sy e G 1y oy o
o 5w Llg e $5p Slwbma il Ciliiee Slaaal
S b el s bl DMl A 5 b a5 a1y beesls

4 15 o TOT (555 a0l S 3 3 (058 Gl OLej 350t 5

8 Peer-to-Peer message exchange
9 Edge computing

10 Network slicing

1 Visible light communication
12 Non-terrestrial networks

13 Blockchain

! Clustering

2 Evolutionary algorithms

% Ant colony optimization

4 Particle swarm optimization

5 Bat algorithm

6 Quantum parallelism/ Parallel optimization mechanisms
" Named-data network
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