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Compound authentication in the network of smart meters
Fatemeh Rezaei, Parya Rashidy

Abstract: Despite the expansion of the smart grid, information security in this network has faced
many challenges, and we need a strong security framework for it. In this article, a compound and
efficient method for authentication in the network of smart meters is presented. In the proposed model,
first, the authentication of devices and sensor data is done in the smart meter, and then the value of
the cumulative hash chain of the authorized devices' data is calculated in the smart meter and along
with the cumulative data is sent to the collector. In the first step of the proposed method, devices are
connected to the smart meter using RFID tags, and the device ID is processed in the smart meter. We
use the Elliptic Curve method for authentication. In the second step, by calculating the value of the
cumulative hash chain and comparing it with the received value, the validation of the received
messages is done on the collector. Therefore, sending additional data to the collector, occupying the
bandwidth, and the possibility of intrusion of malicious devices are prevented. The proposed method,
in addition to adapting to the structure of the smart grid, also provides a lower computational and
communication cost than the existing methods.

Keywords: Authentication, network security, smart grid, smart meter, hashing.
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