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Networked Control Systems

Ali A. Afzalian, and Morteza Pirmohammad Talatape

Abstract: Networked Control Systems (NCS) is a new field in control systems that has emerged
by the use of communication networks in control systems. NCS refers to a control system in which
sensors, actuators, and controllers are connected via a communication network and enable remote
monitoring and control. The use of communication networks in control systems have many
advantages, like reducing the cost of wiring, increasing flexibility, and improving scalability.
However, the integration of communication networks in control systems will also carries new
challenges such as data transmission delay, data packet loss, and network congestion, that require
new methods for modeling and designing control systems. Research in the networked control systems
is focused on the development of new modeling, estimating, identifying, and designing methods,
which the effects of communication networks on the system’s behavior will be taken into account. In
general, the field of NCS is an important research area because it allows the control systems to be
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applied in a wide range of applications and develop it in more efficient and flexible way. NCS can be
found in various applications such as industrial automation, smart energy grids, transportation
systems, and house automation. This article describes the emergence of control systems from the field
of continuous time to networked control and compares it with traditional control systems.

Furthermore, the most important challenges in

NCS and related approaches will be discussed.

Important applications of networked control systems by reviewing some featured case studies in Iran
and other countries are also discussed. In the end, possible future directions in the development of

networked control systems will be presented.

Keywords: Networked control systems, Sensor networks, Data network constraints, Network

topology, Connected autonomous vehicles.
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7 Uniform quantizer

8 Asymptotic stability

° Bit errors

10 Multi-agent systems (MAS)
1 Agents

! Quantized control

2 Finite-alphabet quantizer

3 Limit cycle

4 Chaotic behavior

5 Static or dynamic quantizer

8 logarithmic and hysteresis quantizer
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" Edge probability
8 Time-triggered

9 Event-triggered

10 Clock

11 periodic sampling

! Laplacian matrix theory
2 Perron matrix theory

3 Self-loop

# Induced subgraph

5 Spanning subgraph

6 Sample space
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9 Commensurable rate

0 Impulsive

1 Linear time invariant

12 event-triggered impulsive control

18 input-to-state stability

* integral input-to-state stability

15 connected autonomous vehicles

18 Infinite-dimensional delay differential equation

! Event-generator

2 Event-triggered sampling

8 Event-triggered transmission

4 low-gain feedback

5 Halanay-Type matrix Inequality
& Event-triggered predictive control
" Lifting approach

8 Holder
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8 delay convexity information

9 Nonconvex matrix inequalities

0 Finite-time

1 Switched system approach

12 pjecewise signal

18 Dwell time scheme

4 Mode-dependent average dwell time approach

! Free weighting matrix approach

2 Jensen's inequality approach

% Wirtinger’s inequality approach

4 Matrix-dilation technique

5 Sum of Squares (SoS)

6 Quadratic polynomial negative-definite method
7 delay-product LKF
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4 Vehicle-to Everything
5 Machine learning

! Piecewise affine
2 Markov chain theory
3 Mahler measure of plant
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3 Nonlinear correlation

! Reinforcement learning
2 Federated learning
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8 Peer-to-Peer message exchange
9 Edge computing

10 Network slicing

1 Visible light communication
12 Non-terrestrial networks

13 Blockchain

! Clustering

2 Evolutionary algorithms

% Ant colony optimization

4 Particle swarm optimization

5 Bat algorithm

6 Quantum parallelism/ Parallel optimization mechanisms
" Named-data network
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