J A oo

. ISSN (print) 2008-8345
« I ISSN (online) 2538-3752
c ing 3 Ao
E R P
IVASYAF 4o VP Y Ol oF ojled WVl st i

[ Downloaded from joc.kntu.ac.ir on 2026-06-24 ]

20 (oS w2 i (Gl g oud Sy S5 S w9y 9 SI9m
5 30 gt L (S b
VLS;B-M)‘)%&;:LDW

saeed.adelipour@gmail.com ol 1«0l g5 5 gnio ol8lils (J 257 03,5 (1 omrlign 0ulSKi1S (6 ;S sluy Kin s,
haeri@sharif.ir ol el g5 (i b o o1 (J 287 05 5 (G _gmolig 0tSCES1s c3liul”

VEY/EYY S RN

Dllone (55005 OBl g > Shas 1l (o 550 Sblje Bl 55 Dlawlome 5 5 ) L1 ualie 51 (5,5 42 100

J 5 oo a5 L0kl (65 5l e 32 (SlaaSiud il 1S J ST (5 s 1 ol 03 1) e (5 ol 5 oty
slezel 8IS 5 (ol Jolge Lo 55 0T 0 (6515 Eons ¢gr NI 5 Lidl ot 805 3,b 1ol 03,8 sl 5 inh s
‘muguwté,tfslptm}iuqi;suJ,_\b44.cM\‘-}MuuwJ,;sagc_;,:);ﬁuﬁbd,:fduuzjﬂ@,&
i LS 0 (658050, U ST sla b ss o e ol (058 ol (Gl J 5853 5 g 3m Sla Hlr ( S e )
SIS (53 2 poiios 55b 4 5L 3550 Slosbun dla sy ol 93 351 500 s o gl HLE (al 51 S 1 4 (oo s
(3 Ol IS pl 3516 3 gy g DUEBBT 005 3 st (o pmn 53 5 505 035 5k 4 (S5 5 35d o planil 0 (5,55,
ANl 4 Lo ok SSlam (b (512 7 0T 515 S 0 3 3omn sl 1y (J 5SSl N 4 LaoiS alm
4 551 Fedom Sl lades bl 287 (il L 53 WIS 031 g 3t Lo (ol S s Sl 0T s
r,_f.J;a,L;m_ggl,;wytélgt?.x;,ﬁ.gw,u}@su_)rﬂ@&w Clin ol 55 55 opl 3 as oo L2alS (glali=Dle L6 b
5l nlS s e 550 LOT Slun p 4Bl amn 5 (il 5 JAST Sla ) 5 0 (Byme ol (S8 6l 3, w5 (oo s

58 e S g 53 55455 3,50 05 pl 93 Sl (GodyT s 5 0 Ly 552 50 Sl b5y Sl Ml

4&»\ 4..4\:-.)..:: QL»-'\’;A ‘L;a}.,a:- rij"‘l"""éj:sf‘ll" 6\.&-\‘,.1«.:.«: ol 6)&}) JJ:S‘JA dj.'.{ :6»\9‘1{ lods”

(o 6)L§3}*v

A Review of Privacy Preserving Encrypted Control for Cyber-Physical
Systems

Saeed Adelipour and Mohammad Haeri

Abstract: Utilizing cloud computing and distributed computing has led to various advantages like
enhanced performance, enabling outsourcing of complex computations, and higher scalability in a vast
range of network control systems such as smart energy networks, smart buildings, and intelligent
transportation. However, confidentiality breaches and manipulation of sensitive and private information,
as well as lack of public trust in cloud-based decentralized and distributed approaches where agents are
reluctant to share their information due to privacy concerns are among the emerging challenges in control
of cyber-physical systems. This paper reviews the privacy-preserving encrypted control methods that
address some of these challenges. In encrypted control methods, all the required computations are
performed directly on the encrypted data, and thus, no intermediate decryption of private data is needed.
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In this way, the access of adversaries to the crucial information of the control system will be very restricted.
Since implementing a complex cyberattack usually requires an in-depth knowledge of the system’s data,
protecting the privacy of the system’s signals in the entire control loop considerably reduces the possibility
of more complex cyberattacks. Therefore, in this paper, homomorphic encryption and secure multi-party
computation methods are introduced as the basis for preserving the privacy of data and designing secure
control approaches. Then, various control and optimization methods are reviewed. Shortcomings and
challenges of existing results are discussed and the roadmap to further research in this emerging topic in

control engineering is drawn.

Keywords: Secure control, Encrypted control, Cyber-physical systems, Privacy-preserving, Secure

multi-party computation, Homomorphic encryption.
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